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EAHIRE

iR 1 bt

1 =ik
1.1 BOA

BIRER T XM BIBETEHREAITIRENTA, —RITURAUTHEIRR .

o ERMEFITINE £ %. ARNBIIRGIIREREFBREENIEIRE, HET SQL
BE IBXBIBITER, IERTHRANEMREREENITANFEESR; HIW, HiR
‘BIAF (P, KS. iFEEtE) |, 4E GE. Ml % &) , JR (R FB) F

. WIEEERRGRLEIRERREEIIN. HXIBRER R REE R LED
8, ERTRMREEREERTY. AABLER. H17. REFIHIRATAR%ER
RS, TUEESIA AR REE RENHERRMETY, ETENEE, A
SREVRIR . HEO .

HRE I BN EAFA

« EREHBERSEH GINNBENR. B FAFHOERERIRHRIE.

o HRTBURBRERRIR(T R TII SE,

ERRIRREE R SREPIRE S, B E YRR, EAR. NRETRRAMET

StF, FIHERAPANESREEGRETY. AATETFIHARIREER, S, LiE

FIHTH, WRRER LSRG, CTHERBERMETANN, SAKE, SER%GRHN

y AR
SRERIEEREE, MEREE.

11 ST ARE A

B ARIE L
HITEER (SYSAUDITOR) EEHREREITNIRERER, REREMBUEHE

EXRAEIT R &SR, TEEMOTEIERE
MRHEITIER, X HEERFPEITHEITRR
i ] CILL
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EAHIERE

At e 1 A

HITARE prLls

Bt B SYSAUDITOR #1X, E&IRWEIHTIREMBIERE
AF

IR It AREBHHEITIR

B AR E W T AR EE R E T A0

1.2 ®HiHRR

EABEEFRITAFNESLEER S AERERN BEHERX M, FiHEUREHRIHT
BHRNFEITIERALELFN. HEREXASEFIHIRUEABEERETHEEXENFITE
5R%< SYS_AUDIT_RESULTS, HEXHEASEHITIERUBATIEREABEANFTITHEX
. BEEHERHLAENELT, EESEEEFNMEEE, FERETHERFIHEAERNHAL
BT, AR —MNIRREITIRFSRIE, AR ESHEERTPE; WRERERSEE—
MNERE, ESBREZRIARSHEINTE, XL FZmMEITHHITOIEEE
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ESHEE
HitEIEIER 2 WX

2 EHitFxE
21 ®HitRS

Tt ARG ARBERITAEHFIHRENERGRIEIT AT, FHERICHERIBERITE
Big5R%E SYS_AUDIT _RESULT si&it A&,

EEASBEESD, "WiEdEMY ENABLE_AUDIT 51T T RGN B 5 XH, FR/IXMIEIEL
B4R, TEERHIEERS, % ENABLE_AUDIT KRB N EIR B H T HIEES T HE
HEFEMEHINEE.

FR/IRAESBIEEEIT G ST

SQL> SET ENABLE AUDIT ON;

SQL> SET ENABLE AUDIT OFF;

EERRBEERTERSHSUT:

SQL> SHOW ENABLE AUDIT;
ENABLE AUDIT |
F o
xugu

[root@xugudb SETUP]#cat xugu.ini | grep -i "ENABLE AUDIT"
enable audit = false; R & & # #F it

AR

FTORE R, WA FIHRE T4 R RS BRI, TEF ENABLE_AUDIT 542
5 AR RRE.
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EAHIERE
BT E IR 2 HIFX

2.2 GEFEITER

HITRGREAFICHER : REX, BEER. FiHER% SYS_AUDIT_RESULTS E#HA
PRBEITIZ A FEhelE,
AR

createTableMode: :=
SET AUDIT TABLE PARTITION INTERVAL ICONST table_unit;

table unit::=
{YEAR | MONTH | DAY}

createFileMode: :=
SET AUDIT FILE PARTITION INTERVAL ICONST file_unit;

file unit::=
{YEAR | MONTH | DAY | HOUR | K | M | G}

SHLAR
e createTableMode: #IELREXNFIHEE, TERUERH IR, *aAAH

sys_audit_results.

e createFileMode: #EHHERNEHIHER, TERUEXHERMBEXHIIAER,
%73 sys_audit_texts, ZRAXMHER.

e table_unit: ER|EHITERFTHEEFAIEERESXEMR, SXEREAMTRE YEAR,
MONTH, DAY; %1 YEAR RREHITRSXIR YEAR #HITHXEIE, HABEIASXETE
59'2020-01-01", H &%,

e file_unit: 7ZEGIZE HENHREERESXERR, XA EREMIHF YEAR,
MONTH. DAY. HOUR. K. M. G, ®HitBEXHYIF S FESR; a1 YEAR RRH
T HEXHR YEAR HITYIFEIE, KX RHEITHEXHRE K {RXN#FITRERE, H
ML
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ESHEE
HitEIEIER 2 WHFE

AR

o FRAXBAF IR RAEXFERAT, EHHIEXFIHDHNEREIHER
EEPAT -

e WitRATmHFHEERME, FiHt AAAFREF I, TAFUEFI L,

e FRAZWME, LEAEFAFURFITEL, WAFFHURFIT R, EEAIM
RERGHAERE, MWLHER Lk &kl #ZA N EX F it k.

2.3 DDL it

FEESHIEESR, DDL Bt EERHNAPN—LERBIEHITIEN, WisuREn. MR
fEREXTR. MBI REG_DDL 2] DDL 4@ MBS, FR/LMREE
o, TRERMRERS.

TR /X MRS IR DDL S & Bt EES ST

* JF/2 DDL &y S HITIhRE.
SQL> SET REG DDL ON;

e <[] DDL #4<®itIhEE.
SQL> SET REG_DDL OFF;

EEESHIEE DDL S EIHIEERSHSUT:

o BITLIFTELTE YR DDL HS®EHITIRA (T: DDL 4 HITIRESHE; F: DDL 4 H
HIRZS KM (BRIA))
SQL> SHOW REG_DDL;

REG_DDL |

E

18T # R FERC & SCF/SETUP/xugu.ini Z2F X8 DDL S IHIKZE (L Linux &GA

5l ,true: DDL fp S HITIRAFFE; false: DDL S ITIRARHAD -

[root@xugudb SETUP]#cat xugu.ini | grep -i "REG DDL"
reg _ddl = false; & & iL ZDDL#& &2

DDL &HitHid IR
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EAHIERE
BT E IR

2 IR

% 2-1 DDL i i 8T

HiHED (L]

ALTER TABLE ... ADD COLUMN ... R EEMERS
ALTER TABLE ... DROP COLUMN ... prz EE B3
ALTER TABLE ... MODIFY COLUMN ... (EoeAd=e=L]]
ALTER TABLE ... RENAME COLUMN ... TO ... BEREIIA

ALTER TABLE ... ALTER COLUMN ... TYPE E kP FIRHIEERE
ALTER TABLE ... OWNER TO ... ERERNREE
ALTER TABLE ... ENABLE CONSTRAINT ... BRRAR

ALTER TABLE ... DISABLE CONSTRAINT ... BRRAR

ALTER TABLE ... ADD PARTITON ... Ao XFREEM#FHSX
ALTER TABLE ... DROP PARTITION ... s XETLEEBFSX
ALTER TABLE ... TRUNCATE PARTITION ... BETXRLIEE S XEIE
ALTER TABLE ... SET ONLINE BERRSHELZ
ALTER TABLE ... SET OFFLINE WERRSAEE
ALTER TABLE ... SET PARTITION ... ONLINE BESXRESAEL
ALTER TABLE ... SET PARTITION ... OFFLINE BWEFXRESHELE
TRUNCATE TABLE ... BT REE

ALTER TABLE ... SET SLOW MODIFY ON/OFF FBIRAETR
ALTER TABLE ... REBUILD HEAP ®WIBR

ALTER TABLE ... RENAME TO ... ERAR

T

BRBEAEVREARAF




EAHIRE

B IERE > BMFE
AT AR
ALTER TABLE... DISABLE INSERT BHZR ERYHENITA]
ALTER TABLE... DISABLE UPDATE BHZR LR EFTIFA]
ALTER TABLE... DISABLE DELETE BHZR £ RIMIBRIF AT
ALTER TABLE... ENABLE INSERT WEREBNFT
ALTER TABLE... ENABLE UPDATE WEREREFFA
ALTER TABLE... ENABLE DELETE B2k EAIMIBRIFA]
DROP DATABASE ... FRR B HE EE X &R
DROP SCHEMA ... PR B R EE AR R &R
DROP TABLE ... R BHE B R X &R
DROP SEQUENCE ... A BR 2 4 B FIE X &R
DROP VIEW ... i R 20 42 EE AR LK R
DROP PROCEDURE ... iSRG ER R P UREFOES
DROP FUNCTION ... A iR 20 47 o o ik R B R
DROP INDEX ... MIFRBIEE R 5 IR &R
DROP TRIGGER ... I B B 47 P o 2 B T R
DROP TYPE ... MR BHEEE B B MBI R
DROP USER ... il G E S I EPOES
DROP ROLE ... PR B R A B XT R
DROP DB_LINK ... e ERAEESIES
DROP SYNONYM ... AR =] 1]

AN
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EAHIERE

HIH SR 2 EitFE
BHiHEIR il
DROP PACKAGE ... iR~ e
DROP POLICY ... TR 22 2= SRS

HitERES

e TAIEH COMMAND.LOG EEHITER (COMMAND.LOG fiiF XGLOG) .
[root@xugudb XGLOG]# cat COMMAND.LOG

o FWETEHFESLE SYS_COMMAND _LOG &E &4
SQL> SELECT * FROM SYS COMMAND LOG;

RERZL
e JFEJE, #i4 DDL iL## COMMAND.LOG #.
o ik %Y & 89 DDL &4 #4T & I, KK A E ERRERLOG Fit#.

o 4P% & F &y DDL 54 % truncate table $ 4T & iC & 4, HE M EHATZRICE,

BRBEAEVREARAF



A HIRE
GO £l

3 HITRE

3 =itgsE

3.1 #he

BIEERIT B ERH TN RAITAMAEINRE, REEEHTIURMA RS &I THEIHE
E. EARMFITREAGIERIINXMZE, WHITHXRATLIZRERE, BATUEX
LR PEREETHEIERE. REMARENFRENRPTRERESRGBINHEITHIT. E
AHFITREA D A=ZANERA, WRS-1FR.

= 3-1 F=itRH

BT R

i RA

BiEEEF/EIT

RTREREE2RRIFEITHNET. W: BlES
B, BIBEEEESIE, ERBIEEFELES

BERE IR

AFEENE—REIEENRIEZEE—RRMEIET
HITH9E . @n: AUDIT TABLE Y551+ CREATE
TABLE. ALTER TABLE #1 DROP TABLE %iEf]

ISEISOE a7y

BAFIEE X KL RAVIRIEITARITEIT. W: test
# FBY INSERT iE4]
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EAHIERE

HitEIRERE 3 HItRE

[MERLY

e AEFUHNREKEA, AAZNFHEZIREFT £

o EHATHEEFITR, FitRZEMBAXA, TUFHHFAREENZ, €7 BHKL

o R FIT R,
o EHFHEITFHMNBERNNE, RAeAXHAF.
o WERFETHNIEENAF 5IENXZ,

o EREFIH, FIHATAXS)EEXR, MALUKE.

e WRAFPHFAW —FIEHNERENE THFIUHITHLR, RaEFHERTER—LF

HEE.

3.2 BIEEER/REIT

ABIREREN ERFEITANEH EMRAREESRET, 2RFEHTFHNRE: HiE
Fe. BIRFEER. SEITNRABIEER, RRGBIEENCE. 22 MERERIECR; =it

MR AEIER], RRN—VIEEBIEERNITARITICE.
R 3-2 YiREEF/EITEDR

BHiHEIR HiTHBIRERE i AH
CONNECT - AR PRI IRIE
DATABASE - B 2/ PR EE#R1E
ER N

{AUDIT | NOAUDIT} { TYPE } [BY USER NAME] [TO FILE] [WHENEVER
SUCCESSFUL | WHENEVER NO SUCCESSFUL]

S ¥R
o REFI: AUDIT ZE®1TIn; NOAUDIT BGEEITIN.

o TYPE: £FHiHEI, BIFR3-24H9E—7,

BRBEAEVREARAF

10




EAHIRE
HitEIEER 3 ®IHRE

e USER_NAME: AP & . HItIEEAPRE, BERIEEAANRRNEHAIETRBERF
BIEFITEHIT
e WHENEVER: EitBt#Hl, FLHERIEMEIT, BAMMNBRITEHRINSEEIEICE CGE: #
M ABGE®E T IA B X WHENEVER F4)) -
= SUCCESSFUL: &{ERKIhRT
= NO SUCCESSFUL: #@{EskMAt
e TOFILE: F&HBE TO FILE MFBREAFBRNXNHITEIT, HIZE TO FILE NFRREHABRE
BRFITHEIT; F—F iR gEEEEP—ER, NEENHEIHERNRBETREINEELE
HHIT— g B IRENT,

R R w6

o Bt SYSDBA F P33 B i ThAYIRAE -
SQL> AUDIT CONNECT BY SYSDBA WHENEVER SUCCESSFUL;

* Hit SYSDBA A P& MR E R I RIRIEIZ B 8 HER R
SQL> AUDIT CONNECT BY SYSDBA TO FILE WHENEVER SUCCESSFUL;

o HUH®IT SYSDBA H P33 #iR B IE I A T AYIRAE
SQL> NOAUDIT CONNECT BY SYSDBA;

s ——
3.3 BEEERISEIT
BAEFEITHATFIREMNE—LEHIEENRYEBEBRE—RREEHTHEIT, TN EFRETE
EXR. HEINERNEXI-3MR.

& 3-3 FRBIEFAREIHED

BHIHEIR HITROBIREERME AR
USER CREATE USER B2 /& U/ MR B P R1E
ALTER USER
DROP USER
ETR

REBEAFWREERAF 11
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At e

3 HItRE

HIHER

HIT RV R (E

il

ROLE

CREATE ROLE
DROP ROLE

B2 /MIER F B 1RAE

SCHEMA

CREATE SCHEMA
DROP SCHEMA
SET SCHEMA

B /MIBRAE BRI IRE

TABLE

CREATE TABLE
ALTER TABLE
DROP TABLE
TRUNCATE TABLE

B BME BUMI BRI == B R 1R
(3

VIEW

CREATE VIEW
ALTER VIEW
DROP VIEW

B M2/ MBRALE 51 F

INDEX

CREATE INDEX
DROP INDEX

B /MIPRE S 1R1E

PROCEDURE

CREATE PROCEDURE

ALTER PROCEDURE
DROP PROCEDURE

BIZME U MPR T A2 HRAE

TRIGGER

CREATE TRIGGER
ALTER TRIGGER
DROP TRIGGER

BIZME U MR R % 25451

SEQUENCE

CREATE SEQUENCE
ALTER SEQUENCE
DROP SEQUENCE

BIZMEBUMIBRFr 5115 4E

BRBEAEVREARAF
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EAHIRE

HIH B 3 WitwE

HiHED iR BREE R (E AR

TABLESPACE CREATE TABLESPACE B MECUMIBR TR (B4R 1E
ALTER TABLESPACE
DROP TABLESPACE

GRANT GRANT R IUBRIR(E

REVOKE REVOKE [E1 A BR ¥R AE

AUDIT AUDIT W EEITRME

NOAUDIT NOAUDIT BUHTHRE

INSERT TABLE INSERT INTO TABLE R ERRNRE

UPDATE TABLE UPDATE TABLE F R IEUIRME

DELETE TABLE DELETE FROM TABLE < EROMBRIRAE

SELECT TABLE SELECT FROM TABLE * LT IERE

LOCK TABLE LOCK TABLE THIIN BRI

EXECUTE PROCEDURE EXECUTE PROCEDURE VA B g F2 5k ok Bk

POLICY CREATE POLICY B R/MESUMR R £ RIS IRIE
ALTER POLICY
DROP POLICY
USER POLICY ALTER USER POLICY M-F P2 RIRIERIE
TABLE POLICY ALTER TABLE POLICY MF R L S RIGIRIE
PACKAGE CREATE PACKAGE B2/ PR B AR TE IR 1E

DROP PACKAGE

TYPE CREATE TYPE B I2/MBR B E X KRV 1RME
DROP TYPE

REBEAFWREERAF 13



ERmEE
i IR

3 HItRE

HIHER

HIT RV R (E

il

DATABASE LINK

CREATE DATABASE LINK
DROP DATABASE LINK

B2/ PR IR P 4R R A F

INSERT ANY TABLE INSERT INTO TABLE R ERRRNIRME
UPDATE ANY TABLE UPDATE TABLE xR LR ENURME
DELETE ANY TABLE DELETE FROM TABLE = _ERIMIRRIRAE
SELECT ANY TABLE SELECT FROM TABLE xR EMEaRRE
LOCK ANY TABLE LOCK TABLE AN SHRIE

EXECUTE ANY PROCE-
DURE

EXECUTE PROCEDURE

VAR I iR s R MR E

SYSARGS

SET sys_args TO ...

ERHIEES R e

BEIERR

{AUDIT | NOAUDIT} { TYPE } [ BY USER NAME ]
SUCCESSFUL | WHENEVER NO SUCCESSFUL ];

[TO FILE] [ WHENEVER

SR

o ITE®IT: AUDIT &&= 1HI; NOAUDIT B E= IR,

o TYPE: iBRIKHITAET, BIFR3-3HmIE—7,

e USER_NAME: A&, HItIEERAFPRRE, BRIEEAPUNRRNEHIETHERR

BRAEHITEIT

e WHENEVER: ®itF#l, FIERBYELT, EAMNRREIEKRINSEEIEICE CE: #
MABGEE I INA B3 WHENEVER F4))
» SUCCESSFUL: @{ERKIhAT

= NO SUCCESSFUL: #&{Esngrt

e TOFILE: F&HBE TO FILE MFRREAFBRNHITEIT, HIZE TO FILE NFRREHABE
ReeFEHP—MER, EBXEITHRERANRIBEFEIHELE

RAFITEHIT; F—=HiTm

BRBEAEVREARAF

14




A HIRE
GO £l

3 HITRE

TR BRI A .
ARl
e it SYSDBA f F#1{E PACKAGE & B INHIRIEIC R .

SQL> AUDIT PACKAGE BY SYSDBA WHENEVER SUCCESSFEUL;

o HITRTIPRALINEVIRIEICR .

SQL> AUDIT GRANT WHENEVER SUCCESSFEUL;

o HITEWRMINAHFIEIER.

SQL> AUDIT SELECT TABLE WHENEVER SUCCESSFUL;

o BUH®ITBIZE. 1220, MIBRFFFVERINAERIE.

SQL> NOAUDIT SEQUENCE;

o HUHSITEIE, MPREAINAVIRIE.

SQL> NOAUDIT PACKAGE;

3.4 BFEFRLEHEIT

MERBEHLREEEFHNRE, FEEERABURNREZ . HEITRIINR3-4FR.

= 3-4 FHERXTR K EHITIEN

HiHE TABLE VIEW PROCEDURE/FUN
CTION
INSERT v \ -
UPDATE V \ -
DELETE V \ -
SELECT v \ -
EXECUTE - - N
ETR

REBEAFWREERAF
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EAHIERE
HitEIRERE 3 ®IHRE

HiHEIR TABLE VIEW PROCEDURE/FUN
CTION

ALL (FREX &L | V N N
THIEIN)

EIERR

{AUDIT | NOAUDIT} { TYPE } ON OBJ NAME[BY USER NAME ] [TO FILE] [
WHENEVER SUCCESSFUL | WHENEVER NO SUCCESSFUL];

SR
o HEFI: AUDIT ZE®1TIn; NOAUDIT BGHE IR,

e TYPE: EEPXMREFHITED, BIFR3-4FHIE—5,

e OBJ_NAME: B F. REAIEXZ. FHETIEEF.

e USER_NAME: AF&. HitEERPRIBRME, BREEAPMNRRGLRIETHRERA
BRAEFITEHIT.

e WHENEVER: &itEi#l, FIEMBVESNT, EARAMURRTEIERNEEEBIECE CE: #

MABGE S INA B3 WHENEVER F4))
= SUCCESSFUL: 12{ERIhAT

= NO SUCCESSFUL: #@{EskMAt

e TOFILE: &#&ER TO FILE MRTREMAFREXNHZITHIT, HikE TO FILE NFRREAHE
RRFITHEIT; E—F iR EEREP—HER, NHEERFEITREANIRERERINEEAE
AT R BRI IAIA .

Rz R 7R 45
o Hit SYSDBA AP}k test_audit #ITRINEIEIRIRIE,

SQL> AUDIT SELECT ON SYSDBA.test audit BY SYSDBA WHENEVER
SUCCESSFUL;

o EUH®IT SYSDBA FI Xtk test_audit TR I EIMIRIE.

SQL> NOAUDIT SELECT ON SYSDBA.test audit BY SYSDBA;

e Bt SYSDBA A F*}5k test_audit HUUTRINEVE R, B3, AN MHIBRIRIE.

BRBEAEVREARAF 16



BRI
HIH B 3 WitwE

SQL> AUDIT SELECT,UPDATE, INSERT,DELETE ON SYSDBA.test audit BY
SYSDBA WHENEVER SUCCESSFEUL;

.
3.5 EFEMEE AN
EFEMEFEITHNZIEFTTERERATMNRAFRSH BELE, BREF . THERITLZEEHURE
s B IS ER EPIRFATHEITINES, AMAHX AR FER I BIEERIEITA.

T 3-5 EIFMEIT

iR SRS —EXHEIT T AA
EZxEH x -
BRE#%H \ EFEIE ENBIEER
iz NN PitiTEIT
Beghn \ EFEIE ENBIEE A
Bi#ITEIT
FEG5H% x -
ENEHR x TR EREN IP
s EH B FRFEITEIT
ENIEA) \ EFIRENBIEEE
MIBAIFITEIT
2 |
i T=iIEG) \ IR ENRIEES
R A TE
BEiEa \ IR ENRIEESE
EAIEHITE I
EHIIEG) \ IR ENBIEEE
FEREHITE T
ETR

REBEAFWREERAF 17



EAHIERE

ST 3 WA
BT R JTRMAS =EXEFEIT AR
BIRERZR v TR ENBIEER
FERAIEITABITE I
(t: RS BE. B
PR B
BETH)
R EE LR x ®IFiEENBIBESE
BIBC B IR IEIT RHIT
Wit (40: TCP M&50T)
BUIREER v IR ENBIRERE
RIREIT RFITE I
T RIER R v RIFIE E R BIEEXT
RIEEIT RFITEI
YRR RS BIRIRIER v IR ENBIEER
BIREIT REITE I
R Ih \ EFERARNITRINE
Lo SQL ER)#ITEIT
S \ RIFERARNITERBAY
SQL ER)#ITEIT
o \ R AEHITHY SQL
BRHEITEI
2 A 75

e it SYSDBA f R7EZA test_audit LR BRIBUIRERIETA.

SQL> AUDIT ALL ON SYSDBA.test audit BY SYSDBA;

e Hit SYSDBA A xi test_audit BITRRINEIE . MIPRIRIE.

SQL> AUDIT UPDATE,DELETE ON SYSDBA.test audit BY
SUCCESSFUL;

SYSDBA WHENEVER

BRBEAEVREARAF
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A HIRE
GO £l

3 HITRE

3.

3.6.1

6

HITENXRER

FE 5 AA

%*® 3-6 FEULAA

FE | FRE i UL
0 DB_ID OID_TYPE E ID
1 USER_ID OID_TYPE FF D
2 OBJ_ID OID_TYPE & 1D
3 OBJ_TYPE INTEGER POEE7|
4 AUDIT_MASK BIGINT HIT I B
5 WHENEVER INTEGER ERag:aL)!
(1: $BIERTHRHE R IR 2: 84k
SMAHER IR 3: TRHEE
#RID SR TTHIND
3.6.2 iU B (AUDIT_MASK)
% 37 Wit A
K2 | WitmE R R A
1 AUDIT_CONNECT 4 8 12
2 AUDIT_DATABASE 16 32 48
3 AUDIT_USER 64 128 192
4 AUDIT_ROLE 256 512 768
5 AUDIT_SCHEMA 1024 2048 3072
ERN

REBEAFWREERAF
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EAHIERE

HITEIEERE 3 HItKRE
e | EitAE a7 %I B
6 AUDIT_TABLE 4096 8192 12288
7 AUDIT_VIEW 16384 32768 49152
8 AUDIT_INDEX 65536 131072 196608
9 AUDIT_PROCEDU | 262144 524288 786432
RE
10 AUDIT_TRIGGER 1048576 2097152 3145728
11 AUDIT_SEQUENCE | 4194304 8388608 12582912
12 AUDIT_GRANT 16777216 33554432 50331648
13 AUDIT_REVOKE 67108864 134217728 201326592
14 AUDIT_AUDIT 268435456 536870912 805306368
15 AUDIT_NOAUDIT 1073741824 2147483648 3221225472
16 AUDIT_INSERT 4294967296 8589934592 12884901888
17 AUDIT_UPDATE 17179869184 34359738368 51539607552
18 AUDIT_DELETE 68719476736 137438953472 206158430208
19 AUDIT_SELECT 274877906944 549755813888 824633720832
20 AUDIT_LOCK_TAB | 1099511627776 2199023255552 3298534883328
21 AUDIT_EXECUTE 4398046511104 8796093022208 13194139533312
22 AUDIT_POLICY 17592186044416 | 35184372088832 | 52776558133248
23 AUDIT_USER_POLI | 70368744177664 | 14073748835532 | 21110623253299
CYy 8 2
HTR

BRBEAEVREARAF



EAHIRE

Wi IR 3 WItRE
Fs | ®HitE RIh 5K jJig=]
24 AUDIT_TAB_POLIC | 28147497671065 | 56294995342131 | 84442493013196
Y 6 2 8
25 AUDIT_SPACE 11258999068426 | 22517998136852 | 33776997205278
20 50 70
26 AUDIT _PACKAGE | 11258999068426 | 22517998136852 | 33776997205278
24 48 72
27 AUDIT_TYPE 18014398509481 | 36028797018963 | 54043195528445
984 968 952
28 AUDIT_DB_LINK 72057594037927 | 14411518807585 | 21617278211378
936 5872 3808
29 AUDIT_SYNONYM | 28823037615171 | 57646075230342 | 86469112845513
1744 3488 5232
30 AUDIT_DOMAIN 11529215046068 | 23058430092136 | 34587645138205
50000 90000 40000
31 AUDIT_ARGS 1 2 3
A E&

Y 5] B AT L # DOMAIN.
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EAHIERE
BT E IR 4 HIHEREN

4 B 1'|'1|=| IL.\EI‘E

4.1 BWHERRGE
411 HLA

LEAESRENTITNHEHTTREXFINEER, XEFTHREEEHIEREHIE
SYS_AUDIT_RESULTS %k, iz&kEWIRS-1FiR. BITRB AT UEE R EETITE
BEE.

LEAESRENTEINFRITT ASEAEINEER, XETFIHREESEICREYE
SYS_AUDIT_TEXTS &%, Z&kFREMSICHEIEIIRE SYS_AUDIT_RESULTS &—#,
{8 SYS_AUDIT_TEXTS AMXHERBEFAEESXEM,

%< 4-1 SYS_AUDIT_RESULTS #£#4

Fs | FBAE e i) L]

1 SCHEMA _ID INTEGER POE I e
2 USER_ID INTEGER 1T SQL R
3 OBJ_ID INTEGER xt% 1D

4 OBJ_NAME CHAR(128) TR BT

5 OBJ_TYPE INTEGER POE-E i)

6 ACTION INTEGER fELE

7 SUCCESS BOOLEAN SQL $UTRIN
8 IP CHAR(20) ZFus P

9 SQL_TEXT VARCHAR SQL &4

10 ERR_INFO VARCHAR HRIER
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FE | FEA il AR

11 OPTIME DATETIME FRAERTE]

12 AUDIT_TYPE INTEGER TR

13 NODEID INTEGER TES
SHRAA

e SCHEMA_ID: Hit#RMKRMEER ID, 5 SYS_SCHEMAS A4 RkiEHAIKEUER 1

MIER,
e USER_ID: #11T SQL WA ID, 5 SYS_USERS &4 R iEIEF XA FIEAEE.
e OBJ_ID: HItERMK ID.
e OBJ_NAME: THItHERITREZFR.
e OBJ_TYPE: EHITERIRAR,
e ACTION: EitidRanfEAE,
e SUCCESS: ®1tig3% SQL #TIRAS (T: HITHIN; F: HMITERM).
e IP: BITEHE SQL ITE i IP Hhilk.
e SQL_TEXT: ®itid®EIT SQL iE4].
e ERR_INFO: ®Hitid# SQL #HiTLMbEt, EiREE.
e OPTIME: #itigs® SQL HATHTIE.
e AUDIT TYPE: ®it3E.,

e NODEID: Fim=.
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EAHIERE

i IR

[MERLY

o AEXFEETHNZ ID,

o FITEH SQL KIEK E B AIRH b 32K, it 32K #y SQL 7 % it & 3 17 & BT A

2,

e LHEMERAKRAFHAT, TRIFREFF U RKERTHENFERL, FH/LDH

o RuLEEHERMA SHITH.

4.1.2 wHitENEXTRIFR (ACTION)

"o

*® 4-2 HITEMEXT R

KRG | hfELEE 15tAR REBEFITHER
0 ACTION_READ EinRHIE =
1 ACTION_INSERT ANR YR =
2 ACTION_UPDATE BEHREIE =
3 ACTION_DELETE illEEe e =
4 ACTION_EXECUTE MATIZIZ R & =3
5 ACTION_REF 51F £
6 ACTION_ALT_DB (E4ES i
7 ACTION_DROP_DB i Bk = B
8 ACTION_ALT_SCHE fEsuE= £
9 ACTION_DROP_SCHE pillER =
10 ACTION_CREATE BIEITR =
ETR
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EAHIRE

e 4 EIHEBEN
K8 | shfEAR 5 EA eEERITRER
11 ACTION_CRE_IDX elfeE ] &

12 ACTION_ALT_IDX & &5l =

13 ACTION_DROP_IDX il =

14 ACTION_TRACE_DB_MODI BEET EIRER =

15 ACTION_UNTRACE_DB_MODI B4k B 25 S R ER S

16 ACTION_TRACE_SCHE_MODI BERN L FEIRER =

17 ACTION_UNTRACE_SCHE_MODI | flipst&E X T EIRER =

18 ACTION_TRACE_TAB_MODI B ERT B IRER =

19 ACTION_UNTRACE_TAB_MODI R R LE B IR ER =

20 ACTION_CRE_JOB Bl ERHEL =

21 ACTION_ALT_JOB & UE R =

22 ACTION_DROP_JOB I R E B4l =

23 ACTION_CRE_TRIG tl &% 25 &

24 ACTION_ALT TRIG &y il & 25 &

25 ACTION_DROP_TRIG I Bk ik 42 2% &

26 ACTION_ALTER (EEOE =

27 ACTION_DROP_FK DillEFS SRS =

28 ACTION_REN_OBJ BERRA =

29 ACTION_REN_COL BERTFRA i

30 ACTION_ONLINE WEEL &

ETR
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BT E IR

KeE | aifELE AR =RE®HITPER
31 ACTION_OFFLINE wEBZ &
32 ACTION_DROP SO =
33 ACTION_ENCRYPT MEZEITR &
34 ACTION_VACUUM - S
35 ACTION_TRUNC B RYE =
36 ACTION_ANALYZE DR &
37 ACTION_ANA_CFG - S
38 ACTION_GRANT R BR 3
39 ACTION_REFRESH - &
40 ACTION_REPLICATION - &
41 ACTION_BACKUP BN HE =3
42 ACTION_RESTORE S B4 =
43 ACTION_SHUTDOWN X HIBR S5 S
44 ACTION_CONNECT BIEEE (LOGIN) | &
45 ACTION_DROP_DBC - &
46 ACTION_ALL - &
47 ACTION_POLICY WE R R =
48 ACTION_NOPOLICY BH &R 2 REE =
49 ACTION_AUTH_NOT - S
50 ACTION_AUDIT WEEI =
ETR
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I EIRIER 4 HIHEERENA
KeE | aifELE AR =RE®HITPER
51 ACTION_NOAUDIT BUH=ETT S

52 ACTION_RMAUDIT BREITER =

53 ACTION_LOCK e =

54 ACTION_COMMIT 'R =

55 ACTION_ROLLBACK B3R &

56 ACTION_TRACE - &

57 ACTION_AND - &

58 ACTION_OR - &

62 ACTION_ARGS 1EEH S

41.3 HitEBX TR (AUDIT_TYPE)

R 4-3 HITRIEX R SR

KE | #=irEE 15 RH
0 AUDIT_SYSARGS B
1 AUDIT_CONNECT ERE
2 AUDIT_DATABASE e

3 AUDIT_USER F A
4 AUDIT_ROLE At
5 AUDIT_SCHEMA B3
6 AUDIT_TABLE =

ETH
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BT E IR

Keg | #=irEE AR

7 AUDIT_VIEW ME

8 AUDIT_INDEX #35|

9 AUDIT_PROCEDURE g FEF R
10 AUDIT_TRIGGER fih & 25
1 AUDIT_SEQUENCE F3E
12 AUDIT_GRANT 3

13 AUDIT_REVOKE [E] ST R
14 AUDIT_AUDIT WEEI
15 AUDIT_NOAUDIT BUH=TT
16 AUDIT_INSERT BA

17 AUDIT_UPDATE E33i

18 AUDIT_DELETE i[53

19 AUDIT_SELECT #if)

20 AUDIT_LOCK_TAB iz

21 AUDIT_EXECUTE miT

22 AUDIT_POLICY TR
23 AUDIT_USER_POLICY F RS
24 AUDIT_TAB_POLICY EIRRER
25 AUDIT_SPACE xR
26 AUDIT_PACKAGE a2

BRBEAEVREARAF
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EAHIRE

BRI 4 HHEEEN
Keg | #=irEE AR

27 AUDIT _TYPE HEXZEE

28 AUDIT_DB_LINK dblink

29 AUDIT_SYNONYM 5] X 37)

30 AUDIT_DOMAIN g

4.2 ®EHERNABRG

o HitaE (BIER .

SQL> CREATE TABLE audit info(id INT) ;

o ERWITLER.

SQL> SELECT * FROM sys audit results;

SCHEMA ID | USER ID | OBJ ID | OBJ NAME | OBJ TYPE | ACTION |
SUCCESS | IP | SQL TEXT | ERR INFO | OPTIME | AUDIT TYPE |
NODEID |

1 | 1] 0 | AUDIT INFO| 5 | 10 | T | 192.168.30.222| CREATE TABLE

audit info(id INT);| <NULL>| 2022-05-11 09:58:25.116 AD
6 | 11

4.3 ®WHIHERHEXHAN

ATHEFTERNER, REEENFEITRZRABPIEESXEERENTXE, EFSXM
Mg
o AE—TEIASX PINIT(RIGREA 2020-01-01" ), b XAATHIBR.

o pXEFRABIERMXEN T XEREE, RIFRENTXEREEHE~E—MH7X
FEATHIHERICH .

SQL> SELECT * FROM sys partis;

DB ID | TABLE ID | PARTI NO | PARTI NAME |
ONLINE | RESERVED1 | RESERVEDZ2 |

PARTI VAL | GSTO _NOS |
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Wit EIEIER 4 HIHEEENW
1 | 1048576 | O | PINIT| '2020-01-01'| 201 | T | <NULL>| <NULL>|
1 | 1048576 | 1 | EXT PART 1655856000| '2022-06-22 00:00:00'

| 206 | T | <NULL>| <NULL>|

4.4 FHITERTFIE

B RGRICRTHITEGENAARER, ENAFTUBTERTHREFRTHENRRS
DEFHREEFNFITRIEHITREFEF. FiHRGRFRERFEESIET4.1.

s EEFEEWNFER, MikEERFIEITHERHA BT ICRE BRI THF.

SQL> SELECT user id,obj name,action, success,ip,sql text,err info,
optime, audit type FROM SYS _AUDIT RESULTS WHERE user id='102"
order by optime;

USER_ID | OBJ NAME | ACTION | SUCCESS | IP | SQL TEXT | ERR_INFO
| OPTIME | AUDIT TYPE |
102 | TAB T1] 10 | T | 192.168.1.239| CREATE TABLE TAB Tl (coll
INT, col2 VARCHAR);| <NULL>| 2022-06-21 14:26:38.247 AD | 6 |
102 | TAB T1| 26 | T | 192.168.1.239| ALTER TABLE TAB T1 ADD
COLUMN col3 VARCHAR (20);| <NULL>| 2022-06-21 14:27:03.436 AD
| 6 |
102 | TAB T1| 1 | T | 192.168.1.239| INSERT INTO TAB Tl (coll,col2
,col3) VALUES(1l,'VAL1l','VAL1');| <NULL
> 2022-06-21 14:30:47.829 AD | 16 |
102 | TAB T1| 2 | T | 192.168.1.239| UPDATE TAB T1 SET col3='
NEW VAL1' WHERE coll=1;| <NULL>| 2022-06-21 14:31:12.490 AD
| 17 |
102 | TAB T1| 32 | T | 192.168.1.239| DROP TABLE TAB T1;| <NULL
>| 2022-06-21 14:31:26.917 AD | 6 |
102 | TAB TT| 10 | T | 192.168.1.239| CREATE TABLE TAB TT (coll
int);| <NULL>| 2022-06-21 14:32:44.126 AD | 6 |
102 | TAB TT| 10 | F | 192.168.1.239| CREATE TABLE TAB TT (coll
int);| F % Tablexf $TAB TTGE # % | 2022-06-21 14:32:45.104 AD
| 6 |

o TiiktEE A PIRIERMAVEITER

SQL> SELECT user_ id,obj name,action, success,ip,sql text,err info,
optime,audit type FROM SYS _AUDIT RESULTS WHERE success="F"';

USER ID | OBJ NAME | ACTION | SUCCESS | IP | SQL TEXT | ERR INFO
| OPTIME | AUDIT TYPE |
102 | TAB TT| 10 | F | 192.168.1.239| CREATE TABLE TAB TT (coll
int);| R % Tablext X TAB TTE # # | 2022-06-21 14:32:45.104 AD
| o6 |
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4.5 TFHitERETMR

HHRZRERTEITSEHTENRERE, ATHERAFPTEMZESXHAN, FEXAH
THERRELSIE T LHEIT IR, WERETEMKERTRGERTXAN, EETHFE
KRN HFHBZRZA TR HESEXETERREFEF IS FER TR AT #IT
I BR %R AE

Ik
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HitEIRERE 4 HIHERE

BEERR

DROP TABLE sys audit results;
DROP TABLE sys audit texts;

A R
o RMEK Wi RRMGEE T HHEE A,

e HEBAFUHERRAXHER, KMBRTTHEFITRE, ERERFIHTREREX

P 5 B K IH 7 72

4.6 EHITERFTFER

ATHERFPEEREITHE, fENREFSHITERETMOX BRI, BEERIZESCH

BHER, MAMEHBZERITRERINEE.
AR

TRUNCATE TABLE sys audit results;
ALTER TABLE sys audit results TRUNCATE PARTITION part name;

A %

FEAFUHERRFZREFTHEZ L.
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ESHIEE
ISR 5 HIMEER:E

Ik

E; Eat+4FULA§EéE
51 ®ITHESTH

EARERELEFITRAEENNSE R, BIBEFEMARTIRERITRE, RE3FIIMHES
AR A . ZRRARBEEFHEEATEMARLE DT, BIABEIS HRREREESS SR
YEESRET AP, NMERIEFENSTHA.

52 HWIHHUREESR

REABIRERT SRIAGFHIEREREREN, TANBIHEEETEIEIANSAS
HINBEHAITHITRIENEH, BEARUT:
ERES e TRERETERRICHASHEEE X HHITHITIEREH

SQL> SELECT * FROM sys audit results; >$ /home/DBMS/out audit.exp;
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ESHEIRE
HHSTEIE R 6 EITIPRAVUER

0 witiurREYMIS
6.1 it A PYIIRI

R P A e R IR T H i AR R IR S B IR .
BIERR
o TR

GRANT AUDITOR TO USER NAME |ROLE NAME;

o [ETHBR.

REVOKE AUDITOR FROM USER NAME | ROLE NAME;

o Y EHBEHEITRAIEHITRNUR.

GRANT SELECT ON sys audit results TO USER NAME;

SHRAA
e USER NAME: AP#.
e ROLE_NAME: fAa%.
NGl

e £ SYSDBA T€lj#ZH F audit_test_user.

SQL> CREATE USER audit test user IDENTIFIED BY '1234@WQQ"';

e &3 SYSAUDITOR A, #FHF audit_test_user AUDITOR #ZfR.

SQL> GRANT AUDITOR TO audit test user;

o ZFHF audit_test_user, it

SQL> AUDIT TABLE;

e G5R SYSDBA AP, Ik test,

SQL> CREATE TABLE TEST (a INT) ;

e 3% SYSAUDITOR I, #ifl SYS_AUDIT_RESULTS.

SQL> SELECT OBJ NAME, SQL TEXT FROM SYS AUDIT RESULTS;
OBJ NAME | SQL TEXT |
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Wi EIRER 6 EHITIPRAVIIR

TEST| CREATE TABLE TEST (a INT); |

o B audit_test user BiHHXFR.
SQL> REVOKE AUDITOR FROM audit test user;

o L FRA A audit_test user, ®itF.

SQL> AUDIT TABLE;
Error: [E18012] # R &~ 4%

6.2 BREIFEIER

HIEETITERICRETITRS%E SYS_AUDIT _RESULTS 4, BRIAMEATRAHITEE
SYSAUDITOR &g ija) R P E IR .
o RTIENEIER EARMANACIEITHIBRIARIN, ZiEREHFNEA X EINEFEHITIH
[a] .

pali

~

o LTEMFITHFALEER TEANRA BEFHFITERR, (ERTELEUIRMREITIC

%"I,u

o

o HITEIRSIAI LA TEA A PRMER T R G ROBIR (B0MRER, HEibIhHzRRIER
KD

o HITESAAIUEATITERSE, ALUBEFITASSE, AUBT/MRFITRERSX.
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ERmEE
i IR

7 EHiTHESRI4ER

1 =it+8Ew
74 iR

_\Hrﬁ:

HIMEERAEMEITERREITEG, BEURNGREST BAOXRME, UEPFITHE.

BT R AR HITEER&RHEIT SELECT ##1F. AR BIEHITEIER SYSAUDITOR T &EfE
TSR, IR ITCRAIERRME.
B4R %-SYS_AUDIT_RESULTS

= 71 HitERR-SYS_AUDIT _RESULTS

HEIrR{E Hit &R HitEER R AA
CREATE X v A EHITER %
SELECT x v TiHITERERLE
(£ SYSAUDITOR i
A
INSERT x x MAFHIUTERKER
iR
UPDATE x x EMEITERRER
iz
DELETE x x PR B I 45 R R4 R
iz
TRUNCATE X v BEHITERRRIE
BETR
B EA LR AR A 36



A HIRE
GO £l

7 it HESRI4ER

HEPiR{E Hit A HITEER PR 5% RA
DROP x \ Tl B Bk 4 88 1L 4 X
PINIT shHY3EE 5 X
(PR XA
EEFIHERHBIE)
Bt R %-SYS_AUDIT_TEXTS
R 7-2 HiHERK-SYS_AUDIT_TEXTS
HPIRIE Hit A HiTEHER PR i RA
CREATE x \ BIEEIERRE
SELECT x \ T HE I SRR
IR
INSERT x x BANFITERRER
R
UPDATE x x BEHEHERRER
R
DELETE x x MpEEITERRER
IR
TRUNCATE x x BEEITERRYIE
DROP x \ Ml B B& # 86 £ 99 X

PINIT 4haY8E 7 X
(WX ESEXA
2EEITERBIE)

7.2 BEWHEITHERE

]l
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ESHEIRE
Wi EIEER 7 HEItHER%R

o =il 1

SYSAUDITOR FIFA&EAEITER K.

SELECT * FROM SYS AUDIT RESULTS;

o ffl 2
1. 7£ SYSDBA T8I A~ audit_test_user.

SQL> CREATE USER audit test user IDENTIFIED BY '1234@WQQ';

2. &3 SYSAUDITOR A, #-FHF audit_test_user AUDITOR #XfR.

SQL> GRANT AUDITOR TO audit test user;

3. 3 SYSAUDITOR FF, IF audit_test user Z5ifj% SYS_AUDIT RESULTS #9#X
PR

SQL> GRANT SELECT ON SYS AUDIT RESULTS TO audit test user;

4. B audit_test_user AP, TAHFITERRE.

SQL> SELECT * FROM SYSAUDITOR.SYS AUDIT RESULTS;

A X

W T F IR P L FEWZ T E#H SYS_AUDIT_RESULTS RMAXIR, A fEE Y
AP TEEFITER*R.

7.3 HPEITERE

ATRIEFIHCRMERME, 2%, FHERRERICENTIHIRE, AR~ (BFFT
BER) WA THRET B EHRE.

HHERAGRNERTIT RS EIES (SYSAUDITOR) i#1T4E47, SYSAUDITOR 43P &Eit4:
REAGRIIPRZBEHITERICFER (TRUNCATE) UM FEITERIEERBREE X 250
HITEE P XAFEITIE R

B4R &R-SYS_AUDIT _RESULTS
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ISR 7 HEITHER%R

= 7-3 HitERK-SYS_AUDIT RESULTS

HEPiR{E Hit 5 HITEHER PR EA
TRUNCATE \ \ BEIEETCRENME

THERRYE

DROP x \ il B B& # 86 1L 93 X
PINIT 4haY8 E 2 X
(MRS XESEXA

EIHITERBE)
B4R %R-SYS_AUDIT_TEXTS
=" 7-4 HITERK-SYS_AUDIT_TEXTS
HiriRiE Wit R HITEER FBRIEEA
TRUNCATE x x BEIEESEENAE

THERRYE

DROP x x il B BR #1 48 £ 3 X
PINIT SMEE 57 X
(MRS X R XA
LIEHITER R

w1
e SYSAUDITOR Bx®EitHER%E.
TRUNCATE SYS_AUDIT_RESULTS;

o EMRTHITHERRIEESNX, EXT_PART 1655856000 ABEEN RO X&.

ALTER TABLE SYS AUDIT RESULTS TRUNCATE PARTITION
EXT PART 1655856000

o MpREITERFTIEESX, EXT_PART_1655856000 HBE B2 X &,
ALTER TABLE SYS AUDIT RESULTS DROP PARTITION EXT PART 1655856000;
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